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Abstract— This paper aims to present a comprehensive
pathway for high school students in grades nine to twelve to
pursue careers in cybersecurity. In an era described by way of
virtual ubiquity, the paper highlights the vital importance of
cybersecurity. It explores the demand for cybersecurity
specialists, where there is a significant shortage of skilled
professionals, and emphasizes the relevance of cybersecurity in
safeguarding online sensitive information. The paper also
explores key motivators for high school students, such as the
allure of ethical hacking, the opportunity for innovative, hassle-
fixing, and the promising profession prospects within the
subject. There is a discussion about cybersecurity education for
high school students, existing educational initiatives, and
programs. This way, the paper presents an overview of various
career pathways using cybersecurity career pathway tools.
There is a discussion about the obstacles which high school
students face on a regular basis in terms of cybersecurity, and
some proposals about how to overcome those challenges.
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The field of cybersecurity has emerged as a critical
necessity across government, industries, healthcare, business,
academia, and various sectors. However, the shortage of
skilled professionals has become increasingly apparent. This
study identifies the prospects and considerations surrounding
the potential of cybersecurity careers for high school
students. The primary goal is to highlight the significance of
introducing cybersecurity at the high school level,
emphasizing potential challenges, benefits, and the
overarching impact on students' academic careers. With a
growing demand for cybersecurity expertise in both public
and private sectors, there is a critical need for skilled
personnel. Consequently, integrating cybersecurity into the
high school computing curriculum becomes imperative to
align with the future demands of the cybersecurity workforce.
This research navigates through basic, intermediate, and
advanced modules related to the foundational concepts of
cybersecurity curriculum that can be incorporated into high
school computing curriculum towards their career in
cybersecurity. It includes introducing basic terms and
definitions of ethics, security, and privacy concepts, along
with best practices in protecting cyber assets. Additionally,
hands-on software tools will be proposed for inclusion in the
curriculum. Moreover, hands-on projects and real-world
application case studies serve as pivotal components, offering
students the opportunity to apply theoretical knowledge to
practical scenarios. Potential challenges associated with
integrating cybersecurity into high school education, such as
resource constraints, curriculum adaptation, and teacher
preparedness, will also be investigated. Addressing these
challenges requires a collaborative effort from educational
institutions, policymakers, and industry stakeholders to
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ensure the effective implementation of cybersecurity
education. Furthermore, the research explores the numerous
benefits of early exposure to cybersecurity, concluding with
a reflection on the long-term impact of introducing
cybersecurity education at the high school level. By preparing
students with the skills and mindset necessary for success in
cybersecurity careers, this research underscores the urgency
and importance of embracing future cybersecurity careers.

In this digital era, safeguarding confidential information is
becoming crucial as every sector of society, including
individuals, government institutions, and private sectors are
using cyberspace regular activities [l1]. Nowadays, the
importance of cybersecurity is paramount [2]. As our lives
become increasingly interconnected through digital
platforms, safeguarding sensitive information has become
critical [3]. Individuals, government institutions, and
businesses engage in daily activities within cyberspace,
emphasizing the need for robust cybersecurity measures [4].
The pervasive nature of cyber threats underscores the
significance of protecting confidential data from malicious
actors [5]. In this context, cybersecurity plays a vital role in
ensuring the integrity and security of digital ecosystems,
reflecting the necessity for effective measures to navigate the
complexities of the evolving digital landscape [6].

As the digital age continues to advance, the need for skilled
cybersecurity professionals becomes increasingly vital and
there is a significant skill gap cybersecurity expertise in each
sector and that is creating high-demand career opportunities
in cybersecurity for high school and college students [7].
Homework, assignments, and other school students do these
days involve computers and the internet along with using
these online tools at home for various purposes of curiosity
[8]. This paper recognizes the prevalent use of online tools in
students' daily lives and aims to bridge the knowledge gap,
equipping them with insights into securing their digital
presence and fostering a sense of responsibility in the digital
realm.

Given the needs of the future workforce in cybersecurity,
this paper aimed to enlighten high school students about the
stimulating world of cybersecurity and enhance their
knowledge about its importance. The intention was to not
only impart knowledge but also inspire students to consider a
rewarding career path in this high-demand and evolving field.
The following research questions guided the current paper:

1. What were the multifaceted aspects and roadmap of
cybersecurity career pathways?

2. What machine learning-based methodologies are
available to support the decision-making of cybersecurity
pathways for high school students?



In essence, the significance of this paper lies in its potential
to empower the younger generation with knowledge and
skills that are not only relevant to their current academic
endeavors but also instrumental in shaping their future career
paths. Through exploration and education in cybersecurity,
students can not only enhance their digital literacy but also
contribute to addressing the critical shortage of cybersecurity
experts in the industry [9].

I. BACKGROUND AND MOTIVATION

In the rapidly evolving landscape of information
technology, the prevalence and sophistication of
cybersecurity threats have reached unprecedented levels [10].
Organizations across the globe face a myriad of challenges as
cyber adversaries continue to exploit vulnerabilities for
various malicious purposes [11]. Simultaneously, the
increasing reliance on digital technologies has propelled the
demand for skilled cybersecurity professionals to safeguard
critical systems, data, and networks [12]. This overview
explores the current state of cybersecurity threats and the
escalating need for professionals in this dynamic field.

Navigating the contemporary digital landscape requires a
comprehensive understanding of the multifaceted challenges
posed by cybersecurity threats [13]. In this intricate domain,
Advanced Persistent Threats (APTs) orchestrated by well-
funded actors represent a constant menace, seeking to
compromise sensitive information, intellectual property, or
disrupt critical infrastructure [14]. The alarming surge in
ransomware attacks further amplifies the financial and
operational risks faced by organizations, as cybercriminals
exploit vulnerabilities, encrypt data, and demand ransoms
[15]. The persistent use of tactics such as phishing and social
engineering underscores the evolving strategies employed by
cyber attackers, preying on human vulnerabilities [16].
Moreover, the vulnerabilities embedded on the Internet of
Things (IoT) ecosystem expand the attack surface, posing
significant risks to critical infrastructure, privacy, and data
integrity [17].

These diverse challenges create the need for proactive and
vigilant measures to safeguard digital assets in the face of an
ever-evolving cybersecurity threat landscape [18]. From
targeted APTs to the insidious tactics of ransomware and
social engineering, each aspect necessitates a holistic
approach to cybersecurity [10]. Recognizing the broader
implications of IoT vulnerabilities further emphasizes the
interconnected nature of these threats, reinforcing the
urgency for comprehensive defense strategies [19]. As the
digital realm continues to advance, the role of cybersecurity
professionals becomes increasingly pivotal in navigating
these complexities and ensuring the resilience of our
interconnected world [20].

The importance of cybersecurity knowledge in securing an
organization's confidentiality is acknowledged, but in need of
the application of this knowledge, the organizations need
skilled workforce who are cybersecurity experts [21]. The
major obstacle is that there is a workforce deficiency in this
sector, which can be approximately 3 million people (about
the population of Arkansas) worldwide, according to the
cybersecurity workforce studies conducted in 2018 and 2019

[22], [23].

The scarcity of skilled cybersecurity experts is a critical
challenge facing industries globally [24]. The evolving nature
of cyber threats, coupled with the expanding digital
landscape, has led to an increasing demand for adept
professionals [25]. Factors such as rapid technological
advancements, a lack of standardized career pathways, and
the dynamic nature of the field contribute to this shortage
[26].

This shortage is further compounded by the absence of a
clear and standardized career pathway for individuals
entering the cybersecurity field [27]. Unlike some other
professions, cybersecurity encompasses a broad spectrum of
skills, ranging from ethical hacking and incident response to
risk management and compliance [28], [29]. The lack of a
well-defined educational and professional development
framework makes it challenging for individuals to navigate
the field and acquire the specific expertise required by
organizations [30].

The consequences of this shortage extend beyond
immediate concerns, posing long-term risks to organizations
and their ability to defend against evolving cyber threats [31].
To address this challenge, collaborative efforts are essential
[32]. Educational institutions, industry stakeholders, and
policymakers must work together to establish clear and
accessible pathways for individuals interested in
cybersecurity [33]. By investing in comprehensive education
programs and mentorship initiatives, we can bridge the gap
and cultivate a skilled cybersecurity workforce capable of
safeguarding our digital infrastructure [34].

This shortage not only highlights the critical need for
cybersecurity experts in the industry but also creates a unique
opportunity for high school STEM students [35]. With the
growing reliance on digital technologies, the demand for
cybersecurity professionals is projected to rise steadily in the
coming years [36]. Consequently, there exists a window of
opportunity for ambitious and tech-savvy high school
students to pursue a rewarding career in cybersecurity, filling
this workforce gap while contributing to the overall resilience
of organizations in the face of evolving cyber threats [37].

In addressing this shortage, high school STEM students
can play a pivotal role by equipping themselves with the
necessary skills and knowledge to step into the realm of
cybersecurity [38]. Initiatives such as specialized
cybersecurity programs, workshops, and mentorship
opportunities can serve as pathways for these students to
develop the expertise sought by organizations worldwide
[39]. By fostering a new generation of cybersecurity
professionals, we not only mitigate the existing shortage but
also ensure a more secure digital landscape for the future
[12].

In today's interconnected world, cybersecurity holds
paramount importance in our daily lives, influencing how we
navigate and interact in the digital landscape [40]. The
constant use of online platforms for communication, banking,
shopping, and entertainment exposes individuals to various
cyber threats [41]. Emphasizing the significance of online
safety and data protection becomes essential to safeguard
sensitive information [42].



Cybersecurity plays a critical role in protecting personal
data from unauthorized access, ensuring the confidentiality
and integrity of digital transactions [43]. It extends beyond
individual actions, contributing to the overall security of
networks, businesses, and governmental organizations [44].
With the increasing frequency of cyberattacks and data
breaches, understanding and practicing cybersecurity
measures become vital for mitigating risks and maintaining a
secure online environment [45].

Educating individuals about the relevance of cybersecurity
instills a sense of responsibility for their digital well-being
[46]. Implementing strong passwords, being cautious of
phishing attempts, and regularly updating software are simple
yet effective measures to enhance online safety [47]. The
interconnected nature of modern life necessitates a collective
effort to prioritize cybersecurity, fostering a secure digital
space for everyone [48].

Motivating high school students to explore cybersecurity
involves highlighting key aspects that make the field
compelling [49]. Ethical hacking, can be seen as a responsible
exploration of system vulnerabilities, taps into students'
curiosity while fostering a sense of social responsibility [50].
The emphasis on complex problem-solving showcases
cybersecurity as an intellectually stimulating domain,
encouraging critical thinking skills [51]. Presenting diverse
career opportunities within cybersecurity underscores the
sustained demand and growth potential in the field [52].

II. ROAD MAP TO CYBERSECURITY CAREER PATHWAYS

The National Institute of Standards and Technology
(NIST) provides many comprehensive resources for
professional growth in the cybersecurity sector. The main
purpose of these resources is to spell out the diverse array of
career pathways accessible within the cybersecurity domain.
This section provides some key tools:
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Fig 1. Cybersecurity Career oadmap (figure redrawn from NIST [30])

As depicted in Figure 1, there exist numerous pathways to
a career in cybersecurity. Individuals from various
backgrounds, including underrepresented communities,
veterans, students, those re-entering the workforce, and career
transitioners, are all navigating the cybersecurity highway.
They have the option to pursue either advanced training to
enhance their existing skills (up-skilling) or foundational
cybersecurity education with prerequisites such as

programming and mathematics to transition into a
cybersecurity career (re-skilling) through structured
educational programs and hands-on learning experiences.
Upon acquiring the necessary cybersecurity education and
training, they can pursue their desired roles in a plethora of
opportunities, including cybersecurity manager, security
specialist, ethical hacker, cloud security specialist,
cybersecurity trainer, malware analyst, chief information
security officer, and more.

In 2024, a compilation of the top 10 cybersecurity careers
along with their average salaries is presented in [53], as
illustrated in Figure 2 and summarized in Table 1.
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Cybersecurity
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Engineering
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Fig 2. Top 10 Cybersecurity careers in 2024 (figure modified from

(53D
TABLE L. CYBERCESURITY CAREERS WITH RESPONSIBILITIES AND
BENIFITS
Job title (with near Certificates Jobe Responsibilities and
titles) needed Benefits (Average salary as of
2024)
1. Cybersecurity Certified The forefront cybersecurity
Analyst (or, Information defender safeguards and shields
Security Analyst, Security the system. Undertaking analytical
Information security Professional duties such as threat detection,
Analyst, Security (CISA), CompTIA incident response, vulnerability
Operation Center Security+ assessment, and managing security
Analyst — SOC etc. operations. The annual salary for
this position is $110,000.
2.Penetartion Tester Certified-Ethical- Licensed ethical hackers tasked
(or, ethical hacker, Hacker (CEH), with testing system vulnerabilities,
red team analyst) Offensive- identifying and monitoring
Security-Certified- weaknesses. Conducting attack
Professional simulations, training, and raising
(OSCP) awareness among systems and
employees regarding system
weaknesses. The annual salary for
this role is $115,000.
3.Incident Response Certified Forecasting, managing, and
Specialist (or Information mitigating cyber incidents.
Incident Responder Systems Security Addressing security breaches with
— Cybersecurity, Professional swift and effective responses,
Incident Handler, (CISSP), GIAC - ensuring the fastest possible
Cybersecurity Certified Incident recovery. The annual salary for
Doctor) Handling this position is $170,000.
4. Cloud Security Certified Cloud Concentrating on securing cloud
Specialist (or Cloud Security services, environments, and data.
Security Engineer, Professional Designing and implementing
Cloud Security (CCSP), AWS security measures, access controls,
Architect) Certified Security- | and continuously monitoring cloud
Specialist cyberinfrastructures for potential
cyber threats. The annual salary
for this role is $70,000.
5. Cybersecurity Certified Evaluating organizational security
Consultant (or Information and formulating strategic plans for




Security Advisor, Security effective defense mechanisms.

Cybersecurity Professional Conducting cybersecurity risk
Solution Consultant) | (CISSP), Certified assessments, developing security
Information policies, implementing
Security Manager countermeasures, and identifying
(CISM) best practices. The annual salary
for this position is $115,000.
6. Network Security CISCO certified Concentrating on enhancing
Engineer (or cybercops organizational cyber
Network Security associate, infrastructures and network
Admin, Firewall Certified network security. Designing and deploying
Engineer) defender (CND) firewalls, VPNs, and monitoring

traffic and connections with IPs.
The annual salary for this role is

$110,000.
7. Chief Information Certified A senior-level cybersecurity
Security Officer Information professional responsible for
(CISO) (or Security Manager strategizing and implementing
Information (CISM), Certified cybersecurity initiatives across
Security Director, Information organizations. Aligning with the
VP of Security organization's mission and vision,
Cybersecurity) Professional devising, and overseeing
(CISSP) cybersecurity objectives. Providing

essential leadership to fortify the
organization against cyber threats.
The annual salary for this position

is $240,000.
8. Malware Analyst Certified Malware | Examining malicious software and
(or cyber-threat analyst (CMA), applications, comprehending their
analyst, malware Certified Reverse actions, and devising
reverse engineer) Engineering countermeasures. Proficiency in
Analyst (CREA) identifying and mitigating

emerging cyber threats. Engaging
in research on cyber threat
operations. The annual salary for
this role is $100,000.

9. Application Certified Concentrate on fortifying software
Security Engineer application application security to thwart
(or software security security engineer vulnerabilities. Execute security
specialist, (CASE), Certified assessments, conduct code reviews
application security Ethical Hacker in collaboration with team
analyst) (CEH) members, and strive to intercept

breaches at the earliest stages. The
compensation for this position is
$110,000 per year.

10. Cybersecurity CompTIA The responsibilities include
Teacher (or, Security+, crafting, creating, and refining
cybersecurity Certified cybersecurity curriculum, courses,

trainer, Security Information and training materials. This entails

awareness Systems Security delivering or facilitating training

specialist, Professional sessions, assessing performance,

cybersecurity (CISSP) and continuously enhancing the
training specialist) training content. The salary for this

role is $65,000 annually.

A. Cybersecurity Career pathway tools

Navigating a career path in the ever-evolving field of
cybersecurity poses challenges, given the dynamic nature of
risks and technologies. Professionals in this industry require
strategic guidance and a solid knowledge foundation to
progress effectively. To address this need, various tools have
been developed to assist individuals in navigating the
complex landscape of cybersecurity careers.

These career pathway tools offer valuable insights,
recommendations, and tailored roadmaps to accommodate
the diverse interests, skills, and objectives of cybersecurity
enthusiasts. Whether you're an experienced professional
aiming for career advancement or a newcomer eager to
explore the vast realm of cybersecurity, these resources
provide essential guidance to make informed decisions and
pursue your goals with confidence.

Moreover, many of these tools leverage frameworks such
as the National Initiative for Cybersecurity Education (NICE)
Cybersecurity Workforce Framework, established by
institutions like the National Institute of Standards and
Technology (NIST), to standardize the classification of
cybersecurity roles, tasks, and skills. By adhering to industry-

recognized standards and frameworks, these tools enhance
their credibility and relevance within the cybersecurity
community, ensuring consistency and compatibility across
different career trajectories.

1.

CyberSeek: CyberSeek serves as a comprehensive
online platform providing current insights and
analysis into the cybersecurity job market landscape
across the United States. Offering detailed
information on career pathways, sought-after skills,
various job roles within cybersecurity, and localized
job opportunities, CyberSeek equips users with the
tools to navigate the dynamic field of cybersecurity.
Through interactive maps and visualizations,
CyberSeek empowers individuals to explore the
cybersecurity labor market, identify emerging
trends, and make informed decisions about their
career trajectories. By bridging the gap between job
seekers, employers, educators, and policymakers,
CyberSeek plays a vital role in supporting
workforce development initiatives and addressing
the increasing demand for skilled cybersecurity
professionals in both public and private sectors.
CyberCareers.gov: CyberCareers.gov functions as
a centralized platform for accessing cybersecurity
job openings within the U.S. government. It offers
comprehensive details about different positions,
eligibility criteria, and application processes within
federal agencies, streamlining the recruitment and
professional growth processes within the public
sector.

My Cyber Path: My Cyber Path is an extensive
online platform designed to assist individuals in
navigating the intricacies of cybersecurity
employment. Through personalized assessments,
skills mapping, and career guidance, it aids users in
identifying suitable career paths, acquiring
necessary skills, and staying abreast of industry
trends. By incorporating frameworks like the NICE
Cybersecurity Workforce Framework, it ensures
alignment with industry standards. With user-
friendly functionalities and data-driven insights, My
Cyber Path empowers professionals to make
informed decisions and confidently pursue their
goals in the rapidly evolving cybersecurity
landscape.

Cyber Career Pathways Tool: The Cyber Career
Pathways Tool is a comprehensive resource
designed to assist individuals in exploring the
diverse array of cybersecurity roles. By leveraging
self-assessment tests and personalized
recommendations, it helps users identify suitable
career paths based on their skills, interests, and
goals. Utilizing frameworks like the NICE
Cybersecurity Workforce Framework, it categorizes
jobs and skills, presenting distinct career
trajectories. This tool empowers workers with
clarity and confidence, providing insights into
industry trends and required qualifications, thereby
enabling them to make informed decisions and
pursue rewarding careers in cybersecurity.



Dice: The Dice Tool is an innovative software
designed to aid cybersecurity professionals in
discovering suitable career paths and opportunities.
By employing skill mapping, market analysis, and
self-assessment tests, it delivers personalized
guidance tailored to individual needs. Leveraging
data-driven insights, this tool offers
recommendations aligned with wuser profiles,
empowering users to make informed decisions
about their career trajectories. Ensuring relevance
and consistency, it aligns with industry standards
like the NICE Cybersecurity Workforce
Framework. With its robust features and user-
friendly interface, The Dice Tool equips
professionals to navigate the dynamic cybersecurity
landscape effectively and accomplish their career
goals.

Cyber SN: CyberSN, a leading cybersecurity talent
acquisition platform, offers a specialized tool to aid
professionals in exploring job opportunities within
the cybersecurity sector. Leveraging advanced
algorithms and industry insights, the CyberSN tool
matches individuals with suitable positions based on
their skills, expertise, and preferences. By
optimizing the job search process and delivering
personalized recommendations, it enhances
efficiency and effectiveness in connecting
candidates with employers. Additionally, the tool
facilitates  professional development through
networking events and skill-building opportunities,
fostering continuous growth and progression within
the cybersecurity field.

Hats & Ladders: "Hats & Ladders," a dedicated
cybersecurity career pathway tool, aims to guide
professionals towards career advancement. Through
interactive assessments and  personalized
recommendations, it helps individuals identify their
strengths, interests, and areas for improvement. By
integrating industry frameworks like the NICE
Cybersecurity Workforce Framework, the tool
suggests suitable career paths and offers insights
into necessary training and certifications. "Hats &
Ladders" empowers cybersecurity enthusiasts to
make informed decisions and pursue rewarding
careers by providing a clear roadmap and tracking
progress, bridging the gap between aspirations and
achievements in this dynamic industry.

Journeys: The Journeys Tool is a dynamic
application designed to craft tailored career paths in
cybersecurity. It assesses individuals' abilities,
interests, and aspirations using advanced algorithms
and data analytics to offer personalized
recommendations for career progression. By
leveraging industry standards such as the NICE
Cybersecurity Workforce Framework, the tool
evaluates users' profiles and delivers customized
suggestions for skill development, certifications,
and job opportunities. With its user-friendly
interface and comprehensive insights, The Journeys
Tool empowers cybersecurity professionals to make
informed decisions, navigate their career trajectories

seamlessly, and stay competitive in the ever-
evolving cybersecurity landscape.

III. MAKING RIGHT DECISION TO CYBERSECURITY CAREER

Numerous cybersecurity career opportunities abound in
the market, with reports indicating a scarcity of applicants
relative to available positions. Figure 2 and Table 1
collectively illustrate some of the most sought-after
cybersecurity roles in 2024 [53]. The question arises: how can
a high school student choose the appropriate cybersecurity
career? This section outlines a strategic approach using an
illustrative decision tree example. When dealing with
numerous conditions (features), Al and machine learning
strategies can be employed to enhance the decision-making
process. Figure 3 shows an example decision tree for a student
to choose expected cybersecurity career.
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Fig 3. Example -Cybersecurity career decision in 9th grade

A. Decision Tables and Classification

Decision tables serve as a non-procedural specification of
decision rules. Their format facilitates systematic
documentation of complex business rules. A decision table
outlines a logical procedure through a set of conditions and
associated actions. Divided into four parts like the table [54],
decision tables feature conditions tested and their outcomes.
These outcomes typically result in a binary determination
(Yes or No, Y/N), or any data value if the decision is
multivariate. Based on these outcomes, actions are executed,
known as the determination of class level. As depicted in the
table [54], X marks denote corresponding class-action entries.
Each row in this section of the table is termed an action row.

Example: A student can utilize the following rules to
categorize their career choice:

If the student is in 9th grade or higher and possesses basic
computing knowledge (understanding of how computers,
internet, and cell phones function), classify the student as
Type A.

If the student is not in 9th grade but has basic computing
knowledge, classify the student as Type B.

If the student is in 9th grade or higher but lacks basic
computing knowledge, classify the student as Type C.



If the student is not in 9th grade and lacks basic computing
knowledge, classify the student as Type B.

To construct a decision table (see Table II) for the
aforementioned scenario, we can identify the conditions and
actions specified in each statement. These conditions
determine the actions to be taken based on the outcomes of
testing the conditions. The relevant condition clauses and
action clauses for the problem can be articulated as follows:

RULE 1: If a student is in 9th grade or above (Condition
1) and possesses basic computing knowledge (Condition 2),
then classify the career choice as Type A (Action 1).

RULE 2: If a student is below 9th grade (Condition 3) and
possesses basic computing knowledge (Condition 2), then
classify the career choice as Type B (Action 2).

RULE 3: If a student is in 9th grade or above (Condition
1) and does not have basic computing knowledge (Condition
2), then classify the career choice as Type C (Action 3).

RULE 4: If a student is below 9th grade (Condition 3) and
does not have basic computing knowledge (Condition 4), then
classify the career choice as Type D (Action 4).

These conditions can be represented as:
Condition 1: Student’s Grade >= 9th

Condition 2: Basic Computing Knowledge (BCK) ==
PASS

Condition 3: Student’s Grade < 9th

Condition 4: Basic Computing Knowledge (BCK) ==
FAIL

TABLE IIL DECISION TABLE — CAREER DECISION
Rule 1 Rule 2 Rule 3 Rule 4
Condition C1: Student’s Y N Y N
Grade >= 91
Condition C2: BCK == Y Y N N
PASS
Action 1: Classify as A X
Action 2: Classify as B X
Action 3: Classify as C X
Action 4: Classify as D X

We can generate a data table (refer to Table III) including
class levels to train a machine learning model. Once the model
is trained, it can assist any high school student in making
informed career choices within the cybersecurity field.

TABLE IIL DECISION TABLE FOR MACHINE LEARNING
Feature 1 Feature 2 Feature n Class
(conditionl) (condition 2) (condition n) level
Student#1 1 1 A
Student#2 0 1 B
Studetn#3 1 0 C
Student#4 0 0 D
Student#n 1 0 0 ?

As an example, a student (Student #5) with feature vector
<1,0, ..., 0> can undergo testing using the model.

Considering that high school students’ preferences, job-
related aptitudes, college readiness, and technology skills are
different, learners’ diverse characteristics (i.e., features)
should be considered in this classification task. Furthermore,
academic and other school records across school levels can be
used as supporting documentation.
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Fig 4. Word network regarding cybersecurity career job descriptions

Figure 4 shows the frequently observed keywords among
the career and job descriptions and related resources for high
school students [55]. Among words that co-occurred at least
four times, keywords such as “system,” “Linux,” and
“operating tool” consisted of a cluster of similar job skills.
Additionally, another cluster shows the strong associations
among words related to analysts—“malware,” “coding,”
“hacking,” “ethical,” and “roles”—were also essential
elements expected for high school students preparing for their
careers in the area of cybersecurity.

This text-mining analysis approach can guide educators
and students in quantifying unstructured job descriptions and
identifying similar patterns of job-related tasks. With
hundreds of resources and descriptions, comprehending all the
information could be challenging for many struggling high
school learners, including English language learners, dyslexic
students, and those with cognitive challenges in information
processing and working memories. Meeting their academic
and linguistic diversities and needs, these machine learning-
based career guidance and automatic summarization of
information can be an efficient approach in various education
fields. Field-based case studies and the feasibility of these
proposed methodologies should be employed and tested
across states and countries.

IV. DISCUSSION

The decision-making process for a cybersecurity career is
challenging. Within the enormous importance of
cybersecurity in everyday life for all people, high school
educators, parents, and students inevitably understand the
multi-dimensional aspects of various choices after high
school graduation. Students should self-evaluate and monitor
their plans for their career pathways and successes. Different
career choices will require specific certificates and
knowledge. In identifying students’ cybersecurity careers and
guiding decision-making processes, the currently reviewed
resources proposed methodologies would provide proactive
visions. In providing personalized and data-based pathways,
using decision tables and related classifications based on



learners’ data can provide valid tools for considering
cybersecurity careers. Text mining and detecting word
associations from unstructured job descriptions can be
another efficient method for students. Future researchers
should explore and build public resources together for the
community. All the open data and information sharing will
validate the decision-making process for high school students
and equip them with successful cybersecurity concepts and
skills.

V. LIMITATIONS AND FUTURE RESEARCH

Although the researchers proposed cybersecurity career
pathways and machine learning-based decision-making
methodologies (i.e., decision tree and word following work
analysis) for high school students, there are some limitations
that guide suggestions for future research. To meet the
content validity of cybersecurity career pathways, the team
reviewed and proposed methodology based on national
technical reports, standards, and protocols (e.g., NICE
cybersecurity workforce framework). However, more
rigorous review process for the evaluation of cybersecurity
pathway tools is needed in the future research. To increase
the credibility of the recommended tools, interrater reliability
and wusability of online resources are recommended.
Furthermore, the proposed methodologies should be
validated through high school students across various
backgrounds and educational needs. Depending on learners’
prerequisite background knowledge of STEM and computer
science in general, additional support systems should be
required in the trajectories. In the future research, researchers
can evaluate students’ career selection, job-related
satisfaction, and job retention rate through a longitudinal
study for at least 6 or 8 years to fully assess the effects of the
proposed cybersecurity pathways and decision-making
approaches.
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